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Abstract 

Why measuring security? How does this work? Are there best practices? This topic is still wide a new 
and open field. Most people in the IT business still hear "firewalls and virus scanners" if some talks 
about security. But security is more. Much more. Security encompasses the three attributes "integ-
rity", "availability" and "confidentiality" of managed information. Thus, security means that "everything 
behaves as expected" - even under potentially malicious external influences. As traditional security 
measures are no longer sufficient, we need to find a language that meets business need and man-
agement thinking. CIOs clearly understand expenses for firewall licenses and administration. And 
think they are secure. Far from true! The (in)security of software is an “unknown unknown” – manag-
ers are not able to make clear, justified decisions. So they either end up exposing barely protected 
critical information and processes to the Internet or they spend a huge amount of money in protection 
technology that does not solve the problem. Conclusion: we need to get transparency about the state 
of the security of applications. Measurable software security will enable business owners making the 
right decisions. 
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